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Art Unit: 2131 

1 This action is in response to the communication filed on 5/15/2006. 

2 DETAILED ACTION 

3 Response to Arguments 

4 Applicant's arguments filed 8/3 1/2005 have been fully considered but they are not 

5 persuasive. Applicant argues primarily that: 

6 A. Dent did not disclose that "for the transmission of the encryption key a broadcast 

7 control channel control field is selected which is not used as a general broadcast control 

8 channel control field". 

9 Regarding applicant's argument that Dent did not disclose that "for the transmission of 

10 the encryption key a broadcast control channel control field is selected which is not used as a 

1 1 general broadcast control channel control field", the examiner does not find the argument 

12 persuasive. First, as disclosed in the specification of the instant application on page 14 Line 33 - 

13 Page 15 Line 30, in "transmitting the encryption key", the key is not actually transmitted, but 

14 instead an encryption number (seed used to generate the key) is transmitted, and during handover 

15 the number is transmitted as soon as possible and for example three time in succession. Dent 

16 disclosed that upon handoff, the base station transmitted the synchronization information (seed 

17 for generating the key) over a high data rate control channel, as can be seen in Col. 6 Lines 15- 

18 30. Further, Dent disclosed that this high data rate channel was "generally" used to transmit 

19 cryptographically encoded data bits, but upon handoff was used to send the synchronization 

20 information (See Dent Col. 6 Line 50 - Col. 7 Line 2). As such, the high data rate channel of 

21 Dent was not a "general broadcast control channel" but instead was used specifically to transmit 
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1 the encoded data bits until handoff was required. Therefore, the examiner does not find the 

2 argument persuasive, and therefore has maintained the rejection presented below. 

3 All rejections and objections not presented below have been withdrawn. 

4 Claims 1-21 have been examined. 

5 Claim Rejections -35 USC §112 

6 

7 The following is a quotation of the second paragraph of 35 U.S.C. 112: 

8 The specification shall conclude with one or more claims particularly pointing out and distinctly claiming the 

9 subject matter which the applicant regards as his invention. 

10 

1 1 Claims 1-21 are rejected under 35 U.S.C. 1 12, second paragraph, as being indefinite for 

12 failing to particularly point out and distinctly claim the subject matter which applicant regards as 

13 the invention. 

14 Claims 1,9, 19, and 21 recite the limitation "the transmission of the encryption key". 

15 There is insufficient antecedent basis for this limitation in the claims. The examiner will assume 

16 for purposes of searching prior art that the limitation was meant to read "the transmission of the 

17 information about the encryption key" as is consistent with the claim language and the 

18 specification. 

19 Claim Rejections - 35 USC § 102 

20 The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the 

21 basis for the rejections under this section made in this Office action: 

22 A person shall he entitled to a patent unless - 

23 (b) the invention was patented or described in a printed publication in this or a foreign 

24 country or in public use or on sale in this country, more than one year prior to the date of 

25 application for patent in the United States. 
26 



Application/Control Number: 09/742,705 
Art Unit: 2131 



Page 4 



Claims 1-5, 8, 9-13, 16, and 18-21 are rejected under 35 US.C. 102(b) as being 



2 



anticipated by Dent (U.S. Patent 5,081,679) hereinafter referred to as Dent. 



3 



Claim 1 recites defining a set of keys and then selecting a key, from the set, for use in 



4 . encrypting information transmitted between an access point and a mobile terminal. Dent 

5 disclosed creating keys in the form of a key stream (See Dent Col. 5 Lines 51-57) and using the 

6 generated keys to encrypt the communications between the Base Station (BS) and the Mobile 

7 Station (MS) (See Dent Col. 5 Lines 57-66). It was inherent that a key was selected from the 

8 stream in order to encrypt the communications between the BS and the MS. 

9 Claim 1 further recites transmitting from the access point, at intervals, data about the 

10 encryption key. Dent disclosed transmission of key synchronization information from the BS to 

1 1 the MS (See Dent Col. 6 Lines 8-12). 

12 Claim 1 further recites setting up a transmission connection between the mobile terminal 

13 and the first access point. In order for there to have been communication between the BS and the 

14 MS (See Dent Col. 6 Lines 5-8), it was inherent that a connection was first established between 

15 the two stations. 

16 Claim 1 also recites performing a handover to a second access point, involving setting up 

17 the connection between the second access point and the mobile terminal and also transmitting 

18 information over a broadcast control channel, about the encryption key in the second access 

19 point, to the mobile terminal. Dent disclosed performing a handoff from a first BS to a second 

20 BS (See Dent Col. 6 Lines 12-15) and the second BS transmitting key synchronization 

21 information to the MS over a high data rate control channel (See Dent Col. 6 Lines 15-30). Dent 
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1 also disclosed setting up a connection between the MS and the BS (See Dent Col. 6 Lines 30- 

* 2 39). 

3 Claim 1 further recites that for the transmission of the [information about the] encryption 

4 key a broadcast control channel control field is selected which is not used as a general broadcast 

5 control channel control field (See Dent Col. 6 Line 50 - Col 6 Line 2 and Col. 10 Paragraph 3). 

6 Regarding claim 2, Dent disclosed generating the keys as a function of a block counter 

7 and a secret key (See Dent Claims 32-33). Dent further disclosed that the synchronization 

8 information sent to the mobile station was the current bits of the base station block counter, 

9 which correspond to the current key (See Dent Claim 34). 

10 Regarding claim 3, Dent disclosed a frame counter, which was used to update the cipher 

1 1 code (See Dent Col. 10 Lines 14-17). 

12 Regarding claim 4, Dent disclosed a speech coder frame (See Dent Col. 9 Line 20). It 

13 was inherent that the speech coder frames of the second BS be sent to the mobile stations 

14 connected to the second BS in order for each MS to receive its corresponding speech 

1 5 communications. 

16 Regarding claim 5, Dent disclosed creating keys in the form of a key stream in both the 

17 BS and the MS (See Dent Col. 5 Lines 51-57) for use in encrypting the communications in both 

1 8 directions between the BS and the MS. It was inherent that these keys were stored at both the BS 

19 and the MS, at least temporarily until they were used, in order for the encryption algorithm to 

20 have used the keys to encrypt and decrypt the communications. 
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1 Regarding claim 8, Dent disclosed that the first BS sent a handoff command to a second 

2 BS, at which point the second BS sent key synchronization information to the MS (See Dent CoL 

3 6 Lines 12-22). 

4 Regarding claim 17, Dent disclosed that said encryption keys are frame specific (See 



5 Dent CoL 10 Lines 14-17), and are generated at both ends of said transmission connection (See 

6 Dent Figs. 2-3 Elements 1 15 and 1 15% Col. 8 Lines 54-57, CoL 10 Lines 14-17, CoL 1 1 Lines 

7 39-41, and CoL 12 Lines 23-32). 



8 Regarding claims 9-13, 16, and 18 Dent disclosed both the method and the system used 

9 to reject claims 1-5, 8, and 17 (See Dent Claims). Therefore, Claims 9-13, 16, and 18-21 are 

10 rejected for the reasons stated above. 

1 1 Claim Rejections - 35 USC §103 

12 The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 

13 obviousness rejections set forth in this Office action: 

14 (a) A patent may not be obtained though the invention is not identically disclosed or 

1 5 described as set forth in section 102 of this title, if the differences between the subject matter 

1 6 sought to be patented and the prior art are such that the subject matter as a whole would have 

1 7 been obvious at the time the invention was made to a person having ordinary skill in the art to 

1 8 which said subject matter pertains. Patentability shall not be negatived by the manner in which 

1 9 the invention was made. 
20 

21 Claims 6 and 14 rejected under 35 U.S.C. 103(a) as being unpatentable over Dent as 

22 applied to claim 1 and 9 respectively above, and further in view of Kojima et al. (U.S. Patent 

23 Number 5,323,446) hereinafter referred to as Kojima. 

24 Dent disclosed handing off a MS from a first BS to a second BS (See Dent CoL 6 Lines 

25 12-15). However, Dent failed to disclose that the MS could initiate the handoff. Dent also 
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1 disclosed that during this handoff, the voice channel is seized for authentication purposes and no 

2 longer sends voice data (See Dent Col. 12 Paragraph 4). 

3 Kojima teaches that if the mobile terminal requests the handoff to both the old and the 

4 new base station, then the handoff can ensure transparency to the data signals (See Kojima 

5 Summery of the Invention). 

6 It would have been obvious to the ordinary person skilled in the art at the time of 

7 invention to employ the teachings of Kojima in the invention of Dent by having the mobile 

8 terminal send handoff requests to both the old and new base stations. This would have been 

9 obvious because one skilled in the art would have been motivated to preserve data integrity in the 

1 0 communication. 

1 1 It would have been obvious in the combination of Dent and Kojima that the new base 

12 station sent its synchronization information to the mobile terminal at the time of handoff request. 

13 This would be obvious in order for the mobile terminal to communicate securely with the new 

14 base station. 

15 Claims 7 and 15 rejected under 35 U.S.C. 103(a) as being unpatentable over Dent as 

16 applied to claim 1 and 9 respectively above, and further in view of Gilhousen et al. (U.S. Patent 

1 7 Number 5,101,501) hereinafter referred to as Gilhousen. 

18 Dent disclosed handing off a MS from a first BS to a second BS (See Dent Col. 6 Lines 

19 12-15), but Dent failed to disclose that the MS could initiate the handoff. However, Dent 

20 disclosed the handoff signal originating at the old base terminal (See Dent Col. 6 Lines 12-15). 

21 Gilhousen teaches that by providing the mobile unit with the ability to detect the need for 

22 handoff, the mobile unit can become more aware of its possible communication paths much 
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1 sooner and with less effort than if the information was relayed from its base station, which 

2 allows the mobile unit to find the cell site with the strongest signal and request handoff to that 

3 cell (See Gilhousen Col. 8 Paragraphs 4-5). 

4 It would have been obvious to the ordinary person skilled in the art at the time of 

5 invention to employ the teachings of Gilhousen to the invention of Dent by having the mobile 

6 unit detect the need for a handoff and then request the handoff. This would have been obvious 

7 because the ordinary person skilled in the art would have been motivated to provide the mobile 

8 terminal with the strongest signal available. 

9 It would have been obvious in the combination of Dent and Gilhousen that the new base 

10 station sent its synchronization information to the mobile terminal at the time of handoff request. 

1 1 This would be obvious in order for the mobile terminal to communicate securely with the new 

12 base station. 

13 Conclusion 

14 Claims 1-21 have been rejected. 

15 The prior art made of record and not relied upon is considered pertinent to applicant's 

16 disclosure. 
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1 i. Rose (US Patent Number 6,252,958) teaches that updating an encryption 

2 key for each frame ensures that erased or out of sequence frames do not disrupt 

3 the flow of information. 

4 ii. Schneier (Applied Cryptography Second Edition) disclosed that key 

5 updating protects against ciphertext attacks. 
6 

7 THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time 

8 policy as set forth in 37 CFR 1.136(a). 

9 A shortened statutory period for reply to this final action is set to expire THREE 

10 MONTHS from the mailing date of this action. In the event a first reply is filed within TWO 

1 1 MONTHS of the mailing date of this final action and the advisory action is not mailed until after 

12 the end of the THREE-MONTH shortened statutory period, then the shortened statutory period 

13 will expire on the date the advisory action is mailed, and any extension fee pursuant to 37 

14 CFR 1 .136(a) will be calculated from the mailing date of the advisory action. In no event, 

15 however, will the statutory period for reply expire later than SIX MONTHS from the mailing 

1 6 date of this final action. 

1 7 Any inquiry concerning this communication or earlier communications from the 

18 examiner should be directed to Matthew T. Henning whose telephone number is (571) 272-3790. 

1 9 The examiner can normally be reached on M-F 8-4. 

20 If attempts to reach the examiner by telephone are unsuccessful, the examiner's 

21 supervisor, Ayaz Sheikh can be reached on (571) 272-3795. The fax phone number for the 

22 organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the Patent 



2 Application Information Retrieval (PAIR) system. Status information for published applications 

3 may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 

4 applications is available through Private PAIR only. For more information about the PAIR 

5 system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 

6 system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would 

7 like assistance from a USPTO Customer Service Representative or access to the automated 

8 information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 
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